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ne community. One record.

The Health Information Exchange (HIE) grants clinicians and others participating in
your care or the payment for your care electronic access to your most up to date
information and medical records.

Patient information

Last Name First Name

Date of Birth (mo/day/yr) Phone Number

___lIdo not want my information or medical records accessed through the HIE

____I'withdraw my previous opt-out and give consent to allow access to my
complete medical records (which may include documented information related
to psychiatric records, substance abuse records, genetic tests, and sexually
transmitted diseases including but not limited to HIV and AIDS), to participating
healthcare organizations through the HIE.

You can change your choice at any fime by going to your participating HIE
healthcare provider and requesting a change.

By signing this form, | acknowledge that | have read and understand my options as described
herein. | also understand | can change my choice at any fime by completing a new HIE Patient
Consent Change form and returning it fo a participating HIE healthcare provider.

Signature of Patient or Patient’s Legal Representative Date

Print Name of Legal Representative (If Applicable) Relationship of Legal Representative

By signing as the patient’s legal representative | certify that: the Patient’s Name is accurate and
correct, that I am the Parent or Legal Guardian of the Patient, and that | have authority to sign this
form on the Patient’s behalf.

Please scan and securely email to Support@PVIX.org or fax to: 413-794-0885. Processing will be
completed within 2 business days.
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FREQUENTLY ASKED QUESTIONS FOR PATIENTS
WHAT IS PVIX?

PVIX (Pioneer Valley Information Exchange) is a regional health information
organization that seeks to improve the exchange of health information between
patients, clinicians and healthcare organizations throughout the Pioneer Valley
and Western Massachusetts. Caregivers have a view of their patient’s
comprehensive medical record at the moment they need it, which enables better
health care across the region.

WHAT IS A HEALTH INFORMATION EXCHANGE (HIE)?

A Health Information Exchange (HIE) allows doctors, nurses, pharmacists, and other
health care providers to appropriately access and securely share a patient's vital
medical information electronically—improving the speed, quality, safety and cost
of patient care.

WHY IS HEALTH INFORMATION EXCHANGE IMPORTANT?

It is an electronic way for providers to access a patient’s medical information
without waiting for a phone call, fax, or paper records to be sent to their office. The
Health Information Exchange (HIE) can give your care providers greater access to
the information needed to diagnose your health problems earlier before they
recommend treatment.

WHAT HEALTH INFORMATION IS SHARED ON PVIX?

PVIX contains information that can improve the speed and effectiveness of a
patient’s care, including; demographics, problems, medications, lab results,
allergies, immunizations, past hospital visits, clinical documents, and more.

CAN | FIND OUT WHO HAS REQUESTED ACCESS TO MY HEALTH
INFORMATION?

Individuals have a right to receive an accounting of disclosures of their Protected
Health Information (PHI) made by your practice to a person or organization outside
of your practice.

WILL | KNOW IF MY HEALTH INFORMATION WAS MISUSED?

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) Breach
Notification Rule requires doctors, hospitals, other health care providers, and

Please scan and securely email to Support@PVIX.org or fax to: 413-794-0885. Processing will be
completed within 2 business days.
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health insurance companies to noftify you of a "breach" if unsecured information
about you is seen by someone who is not supposed to see it. This Federal law also
requires health care providers and insurance companies to promptly nofify the
Secretary of the U.S. Department of Health and Human Services if there is any
breach of unsecured protected health information and notify the media and
public if the breach affects more than 500 people.

WHAT IF | DON'T WANT PARTICIPATING PVIX MEMBERS (EXLUDING
FAMILY MEDICINE ASSOCIATES) TO HAVE ACCESS TO MY HEALTH
INFORMATION?

If a patient decides their information should not be shared with PVIX, the patient
should contact their provider’s office to complete and sign the Consent Change
Form to OPT-OUT. The form is then returned to the PVIX support team for
processing. The form will be processed within two business days.

Please be advised that opting out does not preclude any participating
organization that has received or accessed ePHI via PVIX (prior to the processing
of the opt-out request), and has incorporated such ePHI into its own EMR/EHR
records, from retaining this information.

IS MY HEALTH INFORMATION AVAILABLE FOR ANYONE TO SEE?

No, your medical information is kept private and secure and is viewable only by
authorized healthcare providers. Patient information will be shared only within our
network of Pioneer Valley facilities (including Baystate Health) and their
credentialed providers, associated physicians, inpatient/outpatient, and
laboratory facilities.

HOW IS PVIX ENSURING THE SECURITY OF MY HEALTH INFORMATION
WHEN IT IS BEING TRANSFERRED OR EXCHANGED?

The HIPAA Privacy Rule establishes Federal protections for your health information
by placing limits on how it may be used and shared. Not only do strict state and
federal guidelines govern how information can be exchanged through the PVIX
portal network, but PVIX takes measures to ensure your patient information remains
private and secure. In addition to regulating and recording access via a unique
login and password system, ongoing audits help ensure that your patient
information is not being viewed by unauthorized individuals.

HOW DOES PVIX HANDLE UNAUTHORIZED REQUESTS FOR ACCESS TO
MY HEALTH INFORMATION?

Please scan and securely email to Support@PVIX.org or fax to: 413-794-0885. Processing will be
completed within 2 business days.
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The PVIX HIE will be available to Participating Organizations for use in accordance
with the Parficipation Agreement, the Policies and Procedures, and Applicable
Law. The Policies and Procedures provide assurance to each PVIX Participating
Organization that all other PVIX Participating Organizations and PVIX itself will
adhere to a common set of basic rules.

ARE THERE ANY PENALTIES FOR THOSE WHO MISUSE OR
INAPPROPRIATELY DISCLOSE MY INFORMATION?

The Office for Civil Rights (OCR) is able to impose civil penalties for organizations
that fail to comply with the HIPAA Rules. The potential civil penalties are substantial.
State Attorney Generals also may bring civil actions and obtain damages on
behalf of state residents for violations of the HIPAA Rules.

DOES PVIX SHARE MY HEALTH INFORMATION WITH EMPLOYERS?

In general, your health information cannot be given to your employer, used or
shared for things like sales calls or advertising, or used or shared for many other
puUrposes unless you give your permission by signing an authorization form.

CAN | REQUEST CHANGES TO MY HEALTH RECORD OR OTHER
INFORMATION INCLUDED IN THE HIE?

Yes. You can ask your health care provider or your health plan to correct your
health record by adding information to it to make it more accurate or complete.
This is called the "right to amend."

IS SOME OF MY MOST SENSITIVE HEALTH INFORMATION PROVIDED
EXTRA PROTECTION?

At this time, some labs and clinical notes that have been flagged as
confidential/sensitive patient information will not be viewable in PVIX. This includes
restricted behavioral health and restricted genetics documents, and some HIV
antibody test results.

HOW DO | KNOW IF MY PROVIDER IS A PARTICIPANT IN THE PVIX
HIE?

Currently PVIX participants include (in alphabetical order): Baystate Franklin
Hospital, Baystate Mary Lane Outpatient Center, Baystate Medical Center,
Baystate Medical Practices, Baystate Noble Hospital, Baystate Obstetrics &
Gynecology Group, Baystate Radiology & Imaging, Baystate Reference Labs,
Baystate Wing Hospital, Baystate Wing Hospital Lab, Behavioral Health Network,

Please scan and securely email to Support@PVIX.org or fax to: 413-794-0885. Processing will be
completed within 2 business days.
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Buckley Greenfield Healthcare, Caring Health, Charlene Manor, Community
Health Center Franklin County, Connecticut River Internists, Holyoke Pediatric
Associates, Family Medicine Associates, Jefferson Radiology, Pediatric Service of
Springfield, Poet Seat Health Care Center, Riverbend Medical Group, Springfield
Medical Associates, Valley Medial Associates, and Valley Medical Group.

Please scan and securely email to Support@PVIX.org or fax to: 413-794-0885. Processing will be
completed within 2 business days.



